A Static Verification Framework for Message Passing in

Go using Behavioural Types

Hugo Moreau

January 2021

Hugo Moreau A Static Verification Framework for Message 25-01-21 1/11



Godel Checker, a static analysis toolchain

[Julien Lange, 2018]
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Static Single Assignment [Julien Lange, 2018|

package main
b

func main() { fune main() func sendfFn(c)
2 ch := make(chan int) // Create channel entry ) enSrv
N o—tr 0 H
go sendFn(ch) /7 Run_as goroutine {0 = make chan int © send ¢ < 42
x := recvVal(ch) // Ordinary func call go sendFn(t0) return
; for i = @; i < x; i++ { t1 = recvVal(to) return
print (i) "
3 3 func recuval(c)
. . enin
close(ch) // Close channel ch t5 = phi[0: 0, 1: t3] #i v
3 t6 = t5 < t1 © .
if t6 goto 1 else 2 -
func sendFn(c chan int) { P return {0
rloop .
c <- 42 // Send on channel ¢ 141_; fordong ety
t2 = print(t5 n
© ) ) I i V| Tta - closeto) | 17 Block of instructions
func recvVal(c chan int) int { return . .
- jump 3 Function boundary
14 return <-c // Receive from channel ¢ return
3 ¥ (O Package boundary
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Extracting types [Julien Lange, 2018]

function genFunction(fun, n, k, p.T)
switch s — statement at line k do
case t=nake chan T §do
| genfunction(fun, m, k+1, p;(new™ ), T[t — t])
case t-local chan Tdo
| genfunction(fun, n, k+1, p, T[t > 1])
case 1<y or <=t ort'=<~1 do
| genFunction(fun, m, k+1, p; mkPrefix;(s), T)
case close (1) do
| genFunction(fun, n, k+L, p;close T(1).T)
case return do return p;0
case jump i do return p; mkJump;(fun. i)
case if _ goto i else jdo
| return p; (mkJumpy(fun, 1) @ miJumpy(fun, j))
case select b [g1, ..., gj]do
Ppe = mkJumpr(fun, n+1)
foriin[L....j]do
Ppi — mkPrefix;(9:)
P mkJumpp(fun, n+2si)
if b= nonblocking then
pa — mkJumpr(fun, n+1+2xj)
return &{pi; p: pe dieqr,...iy U (T pdipe}
else return & (pi: pii pebicr. ..

case F(%) or t-F (%) do
if t isa channel then abort
else genFunction(fun, n, k+1, p; mkCally(F, %).T)
case go F(2) do
p  genFunction(fun, n, k+1,0,T)
return p; (mkCallg (F, ) | p')
case +t0 = tlorto = «t1do
if 11 is a channel then
| genFunction(fun, m, k+1, p, I[t0 = T(t)])
else genFunction(fun, m, k+1, p, )
case phi[Blk; v icineige: 40
if 3i € InEdges : v, is a channel then abort
else genFunction(fun, n, k+1, p, )

| otherwisedo genfunction(fun, n. k+1, p.T)
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function genBody(fun, n)
funy(g. {, ©) — A(fun, n)
T [x o xlyey ;
return genFunction(fun, m, 0,0, T)

function genEquations()
return {A(fun, n) = genBody(fun, n) | (fun, n) € dom(A}}
in maing{}

Algorithm 2: Pseudo-code of the overall algorithm.
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SSA to Behavioural types [Julien Lange, 2018]

package main
)

func main()

3

entry
1]

t0 = make chan int 0
go sendFn(t0)

t1 = recvVal(to)
jump 3

t5 = phi[0: 0, 1: t3] #i
te = t5 < t1
if t6 goto 1 else 2

forloop fordone
1 o~

2
td = close(t0)
return

= print(t5)

= t5 + 1

return
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func sendFn(c)
entry
0 Ld
send ¢ <— 42
return

return

func recvval(c)
“eniry
0 [}
10 = <—c
return to

return
Y
1] Block of instructions
Function boundary

(O Package boundary

maing() = (newt0); (sendFng(t0) | recvwValp(t0); maing(t0})
main;(10) = mainz{t0)

mainz(t0) = close i0; 0

mainz(t0) = main;{t0) & main(t0)

sendFng(c) =T
recvValy(c)
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Semantic of types [Julien Lange, 2017]

GTSHT aTSHT nTSHT

1 clo *
closea;TﬂoT Lalg LN a* o a*
o - ~ z
i€ {1,2} Hf';?]'—J)T} JjelI @ = ulul|r T = {t;(§i) = Ti}jer in §
T [ — . ' .
Ty@T,—T; &[HE:TE‘EEI_J’T:{ T.5 = aT|TS|TeS|&{a;Tilie [(T]S)]0
o r 5 . | (new"a)T |closew;T | ()| |a]f | a*
= = 0;5=—5 —
T|S—T|8 T;:§—T"S ala send / receive on channel a
T, synchronisation over a
ae{@ga*.a®) TST S i s peltaa} z'zt sisiem action
TIS Fay s cioa[ cloa request to.close a / closing a
) « _, oa o, . a channel a is closed
T=.T T=T Tz} =>T" tx)=T *a/a* push / pop on buffer a
T @ ™ td) £ T ] waiting to synchronise over the actions in o
i N k<n k=1
T ot | of *a a®
TIS=>T|S lalf = laljl,, lalf — lali,
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Verification process

Q Type verifier (LTS)
@ Model checking (mCRL2)
© Termination checking (KITTel)

Loops in Go programs generates types with conditional branching. l
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Godel Checker's benchmark

Godel Checker dingo-hunter [36]  gopherlyzer [40]  Golnfer/Gong [30]

Programs | LaC ‘ sstates Yy W Y Yo Infer Live LivesCS Term | Live Time | DF Time | Live €S Time
1 mismatch [36] 29 53 x x 4 4 620.7 996.8 996.7 < x 639.4 | x 3956.4 x < 616.8
2 fixed [36] 27 16 S 6244 996.5 9963 < 6031 | 31663 | 60L0
3 fanin (36, 39] 41 39 A A O O 996.2 9962 ¥ < 6089 | 98| v 696.7
4 sieve [30, 36) 43 o0 n/a - - - nia n/a - | nfa - < e 7783
5  philo [40]) 41 65 x x 4 4 996.5 996.6 < x 342 | x 27.0 x < 168
&  dinephil3 [13,33] 35 3838 A A 996.4 9963 < nia - | ma B < v 13Zmin
7 starvephill a7 3151 x xS 9965 w65 S nia - | wa -l = v 35min
8 sel [40] 22 103 x x & 996.7 996.6 < * 153 | x 13.0 * < 505
9  selFixed [40) 22 20 A A S 996.3 996.4 < s 149 | & 3168.3 < < 13.1
10 jebsched [30) 43 43 P 996.7 1996.1 < n/a 4 47536 | v 635.2
11 forselect [30] 42 26 AR 9964 9063 < < 6118 | nia - < < 6186
12 cond-recur [30] 37 12 AR 9962 9062 < < 94 | nfa - < < 147
13 concsys [42] 18 15 x x4 S 996.5 9964 < n/a - % 5278.6 ® < 5213
14 alt-bit [30,35] 70 112 O 996.3 9963 ¥ nla - | wa -l s 916.8
15 prod-cons 28 106 xS 996.4 19962 s x 101 [ x 30.1 * v 218
16 nonlive 16 8 A A 996.6 996.5  timeou @& 6136 | nia - @ v 6138
17 deuble-close 15 17 4SS xS 996.6 1996.6 < = 87| ® ns | x 9.1
18 stuckmsg 8 4 S % 996.6 9966 n/a n/a o A 7.6
19  dinephil5 61 ~IM v o 412sec 414 sec v n/a - | nia - timeout >48 hrs
20 prod3-cens3 40 57493 A A A 409 sec 409 sec < nia - | ma B timeout >48 hrs
21 async-prod-cons 33 184897 4 4 S S 47.7sec 9.4 sec < nia - | ma B timeout >48 hrs
22 astranet [26] ~18k 1160 A S 704 sec 750 sec < n‘a - | ma - n/a -

Column | |4 58 7 8 9 10 11 12| 1 JER IR E] 6| 17 18 19

C5: Channel Safe, Term: Termination check, DF: Deadlock-free, tim

- Termination check timeout (likely docs not terminate), 20: False Alarm, @ Undetecled ivencss crror.
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Support dynamic spawning of goroutines.

Handling uninitialised channels.

Using behavioural types to check for safety and liveness properties
(not just deadlock-freedom)

Better performance for larger programs.
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What has been done:
@ Read the bibliography.

@ Read some research articles.
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What's next?

What should be done next :

@ Find what we can take from it

What has been done:
@ Read the bibliography.
@ And probably continue to read

@ Read some research articles. )
articles...
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